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Installing SecureW?2 on Windows Mobile 2003 SE for EduRoam
PDA Wireless Network Connectivity

Introduction

This guide will cover how to install and configure the SecureW?2 802.1x client on Windows
Mobile 2003 SE for EduRoam PDA wireless network connectivity.

For this guide, a HP iPAQ hx2700 series PDA was used.€ There may be slight differences from
this guide depending on the device used.

For 802.1x authentication the free SecureW2 client is used and is available at the SecureW?2
website, http://www.securew2.com. € As of this document writing (May 2005) the direct link to
the SecureW?2 software is
http://lwww.securew2.com/uk/download/SecureW2_PPC2003_300.zip.

The SecureW2 software also works on Pocket PC 2003 and the general installation and
configuration will be the same as listed in this guide, however some of the steps may be
different.

SecureW2 will only work on the above mentioned PDA operating system version, it will not work
on any other version (ie, Pocket PC 2002, PalmOS).

Installation

Firstly you will need to get the SecureW2 802.1x client for your PDA.

Once you have downloaded the SecureW?2 client, extract the zip file to a temporary directory on

your PC.

Dock the PDA and establish a Guest Partnership between your PDA and your PC with Microsoft
ActiveSync. @

When you have established the relationship, run the executable Securew2_PPC2003_300.exe

from the directory where you extracted the downloaded file on your PC.

You will be presented with the SecureW2 Client PPC 2003 3.0.0 Setup screen.

o SecureW?2 Client PPC 2003 3.0.0 Setup _ =l EI

Welcome fo the SecureW? Client

: PPC 2003 3.0.0 Setup Wizard
Alfa & Ariss ; etup Wizar

Metwork Security Solut
St i This wizard will guide vou through the installation of

Securetw'? Client PPC 2003 3.0.0,

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relesvant swstem Files without having to rebook vour
compuker,

Click Mext bo continue,

Zancel |
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Click Next.
You will be presented with the License Agreement screen.

7 SecureW?2 Client PPC 2003 3.0.0 Setup ] o |EI|£|

Licensze Agreement
Please review the license terms before installing Securet2 Client PPC 2003 3.0.0. ﬁ

Press Page Daown to see the rest of the agreement,

| securewz, Copyright () Alfa & Ariss -

This program is free software; wou can redistribute it andfor modify
it under the kerms of the GNU General Public License as published by
the Free Software Foundation; either wersion 2 of the License, ar
{at wour option) ary laker version,

This pragram is distributed in the hope that it will be useful,
bk WITHOUT AMY WARRAMTY; without even the implied warranty of
MERCHANTAEBILITY or FITNESS FOR & PARTICULAR. PURPOSE,

=

If wou accept the terms of the agreement, click T Agree ko continue, You musk accept the
agreement ko install Secure'z Client PPC 2003 3.0.0,

flullsatt Tnstall Swsten vz [

< Back, I I Agree I Zancel

Click | Agree. @
You will be presented with the Choose Components screen.

W SecureW?2 Client PPC 2003 3.0.0 Setup ] i |EI|£|

Choose Components
Choose which Features of Secure'W'?z Client PPC 2003 3.0.0 waou wank ko inskall, ﬁ

Zheck the components you want toinstall and uncheck the components vou don't want to
install. Click Install bo start the installation,

—Descripbion
HEver =aur mouse aver
g commponent ko see ks
descrpkion,

Select components to install;

Space required: 110,0KE

« | B

Ml EatE Trstall Swsten vz, o

< Back I Install I Zancel |

Click Install.
The installation will begin and you will be presented with the Installing Applications dialog box.
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Installing Applications ] x|

Install "AlFa & Ariss Securedz Client PPC 2003 3.0.0" using the default application install direckorys

Mo | Cancel |

Click Yes.

The installation will install the software on your device and present you with the Application
Downloading Complete dialog box.

Application Downloading Complete B! ﬂ

Flease check wour mobile device screen to see if additional steps are necessary ko complete this installation,

Click OK.
On your PDA you will now see a Setup dialog box.

! |Installing Alfa  § &% 4% 10:32

e Setup

The program you have
installed ray not display
propetly because it was
designed for a previous
version of wWindows Maobie

software,

Click OK.
The SecureW2 802.1x client should now be installed on your PDA.

Configuration

Now we will configure the client to attach to the EduRoam network.

Click the Start menu and select Settings
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ot £ 10:39
€, Today
@ Calendar
i§ Contacts
& Internet Explorer
BH irAQ Wireless
{& Messaging
@ Pocket Screen Capture
Tasks

fig, Programs

fF; Settings
? Help

o {21040 €3

2 a)
Beam Bluetooth BT Phone
Manager
13 <
Connections iPALQ LEAP
Wireless
o
B

Metwork
Cards

Personal | Svskem | Connections

E|A

Click iPAQ Wireless
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o 410

g Settings %

Manager

- Settings )

Click the WiFi icon to enable your wireless card if it is not already running. € Once your wireless
card is enabled, click Settings next to the WiFi icon to configure the wireless settings.

o {21045

Configure Wireless Networks e
Add Mew. .. -
i eduroam Avallable [
3 Laai + 0=l =Ll

Metwarks ko access:

|4l Available

4

|:| Autamatically connect to non-preferred
networks

Wireless | Metwork, Adapters |
123(1[2]3[4]|s][6|7[8[9]|0]- =]«
Tabja[wle[r[t[y[uli|o[p[[]]
caPlafs[d[f]af[h[j[k[I[:]"]
shift| z [x [c[v [b[n|m|,[.[/]+
ctifai] - [\ ] [4]t

{—l—}

&=l

On this screen you will see wireless networks that are available to you currently. € As seen in
the screen shot above, the "eduroam" wireless network is available so we don€t need to create

It.
To configure the settings for the "eduroam" network, click on "eduroam”. €
If you cannot see the €@ eduroam® wireless network you need to create the network

manually. ©
You can do this by clicking € Add New® € and entering in the Network Name € eduroam®.
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Configure Wireless Network e

Metwark name: |e|jur|:|arr| |

Connecks ka: |The Internet * |

|:| This is a device-to-device {ad-hoc)
conneckian

General | Metwork Key | g0z, 1x |

123(1[2]3]4]|s][6|7[8[9]|0]- =]«

Tabjgwie[r|t[y|ufi[o]p[[]]

cAP[a[s[d[fla[h[j[k[1]:]"]

shift| z[x [c[v[b[n[m]| 1<
|{——}

|
[t

‘|
culan] - [\] [4
Els
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Ensure that for "Connects to:" you have selected "The Internet”.

Configure Wireless Network e

Metwark name:  =duroam |

Connecks to:

This iz a device-to-device (ad-hoc)
conneckian

General | Metwork Key | g0z, 1x |

123(1[2]3]4]|s][6|7[8[9]|0]- =]«

Tabjgfwie[r|t[y|ulio[p[L

cAP[a[s[d[fla[h[j[k[1]:]"]

shift z[x [c [v [b[n[m] [ 4]+
|1'|{— -3

‘|
culan] - [\] [4
Els

Click the Network Key tab.

For "Authentication” select "WPA" and for "Data Encryption” select "TKIP", as seen below.
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o 421050

Configure Network Authentication e

Authentication: |Wp,.-3.' - |

The Eev is provided for me autamatically

Mekwork ke |************* |
Key indesx:

General | Mebwork, Key | g0z, 1x |
123(1[2]3[4]|s][6|7[8[9]|0]- =]«
Tabja[wle[r[t]y[u]iJo[p]L
caPla[s[alf[g[h[j[k[I[;]"
shift| z [x [c ¥ [b[n[m[,[. [/
ctifai] - [\ ] [4]1]

!

[

—

g

Select the 802.1x tab.
For "EAP Type" select "SecureW2". €
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If you do not have the SecureW?2 option then the SecureW?2 client has not installed on your

PDA.©

o 21052 (D

Configure Network Authentication e

Use IEEE 802, 1x network access control
EAP bvpe: |SE|:ureW2 v|

General | Metwork Key | 802.1x|
123(1[2[3a][5]a[7][8][9[0]-[=]«
1
|
=

Tabla[wle[r[t|y[uli|o[p][[]
CaP[a[sfalf]a[h[j[k[I[:]"
shift| z [x [c[¥ [b[n[m[,[. ]/
ctifai] - [\ ] [4]1]

<]

=B

Now select Properties to configure the SecureW2 client settings.

Click New and enter a Profile name of "eduroam".
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o {2 10:54 (Y

Alfa & Ariss

Nebwork Securily Salulions

Profile |edur':'am |

| (0] 4 | | Cancel |

E|A
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Press OK and you will be presented with the SecureW2 settings screen. € Make sure you
uncheck "Use alternate outer identity” in the Connection tab.

o 42 10:56 (N

Alfa & Ariss

Nebwork Securily Salulions

Conneckion |CertiFicates ].ﬁ.uthenticc‘J 4| 4

IUse alternate outer identity:

@ IJse anonymous auker idenkity
O Specify ouker identity:

Enable session resumption I:'
(quick, connect)

| Advanced ” K || ancel

E|A

Select the Certificates tab and uncheck the "Verify server certificate" option.
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o {21057 (Y

Alfa & Ariss

Hebwork Securily Solulions

Connection | Certificates [ authentica 4]

] werify server certificate
Trusted Rook Certification

| addca || Removeca |

Werify server name:

| Advanced ” K || ancel

E|A
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Select the Authentication tab and make sure "PAP" is set under "Select Authentication Method".

o {21057 (Y

Alfa & Ariss

Hebwork Securily Solulions

Certificates | Authentication |User ad 4] P

Select Authentication Method:
|Pap ~|

EAR bvpe:
| |

| Advanced ” K || ancel

E|A

Select the User Account tab. € Select "Prompt user for credentials".

It is HIGHLY recommended that you do not save your user credentials on your PDA device as

this presents a security risk. €
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o {2 10:59 (Y

Alfa & Ariss

Hebwork Securily Solulions

Authentication | Hser Account 4| [ 2

Prompt user for credentials

Username: | |

Password: | |

Dornain: | |

| Advanced ” K || ancel

E|A
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Click OK and you should now be setup to connect to the EduRoam network using the "eduroam"

profile you just created.

o 41100

Configure

Delete

Alfa & Ariss
Hebwork Securily Solulions
Version 3.0.0
Prafile
Praofile:
|eu:|uru:uam v|
e

K Cancel

8
3

Connecting to the network

When you connect to the EduRoam network, you will be prompted by the 802.1x client to enter

your username and password (as seen below):
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! I|securewz pPC cred &t <4 3:55 (N

Alfa & Ariss

Hebwork Securily Solulions

Username: | |

Passwaord: | |

Damain: | |

|:| Save user credentials

| (0] 4 | | Cancel

E|A

Enter your credentials provided by your institute. € Press OK.

¥

! J|securew2 PPC Cred &t (% 3:55

Alfa & Ariss

Hebwork Securily Solulions

Isernanme: |testuser

Passward: |**********

Damain: |swin.edu.au

[ ] save user credentials

| (] 4 | | Zancel

E|A
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If you entered in your details correct, you should now be connected to the EduRoam network.

Confirming network connectivity

To confirm that you have connected to the EduRoam network, follow the steps below:

Click the Start Menu and select Settings
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ot £ 10:39
€, Today
@ Calendar
i§ Contacts
& Internet Explorer
BH irAQ Wireless
{& Messaging
@ Pocket Screen Capture
Tasks

fig, Programs

fF; Settings
? Help

o {21040 €3

2 a)
Beam Bluetooth BT Phone
Manager
13 <
Connections iPALQ LEAP
Wireless
o
B

Metwork
Cards

Personal | Svskem | Connections

E|A

Click iPAQ Wireless

12 of 13

http://www.eduroam.edu.au/tech/install/ipac2/installing%20securew...

7/4/2007 6:25 PM



Installing SecureW2 on Windows Mobile 2003 SE for EduRoam PD...

o 410

" Settings %

Manager

—_— e

: Settings )

(17 ALL OFF

Click Manager next to the WiFi icon
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You should now see the HP Wi-Fi Manager Status screen

HP Wi-FiManager & «(¢11:01 ()
Status

Link Status  (-59dBm)

Connected,

SSID: eduroam

Encryption Status @ TKIP

Access Point @ 00 0OF 23 348 17 20
P Address © 136.186.55.249

| Configure | | More |

Skatus | SikeSUrey | Bdvanced | Versian |

E|A

Under "Link Status" check that it says "Connected" and check that "SSID" is "eduroam”.

Document written by Richard Vanderwaal
Senior Systems Engineer
Swinburne University of Technology

First drafted 4% May 2005.
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